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#define post variables

Uname = request.post[‘username’]
Password = request.post[‘password’]
#sql query vulnerable to sql

Sql = “SELECT id FROM users WHERE username = ‘“ + uname + “ “ AND password = * ¢
+ passwd =“ "¢

#execute the sgl statement

Database.execute(sql)

Jaaz b Sledbl SGL 1 jo username ,password b ,lS Coga s 3l ool JU YL script oS
Solw 4 e Wl 80l B, 3 S ool Jls .cwol username , password s ¢ USErS
Sledbl SSb ol 50 5 a0 Sal query o 4o a5 .0l password ‘or 151 & o g ald o lass

SELECT id FROM users WHERE username = ‘username’ AND password = ‘password’ or
1=1

A5 05l ooyl g2 o a5 89 il alils 1) query sl >l JuSesql ales jo Wlg oo plge
Sgr dmly> IS Cugr el 505 199 ol Az g 09 (e 00ls CutS py asliy 4y

: Buffer Overflow y3b 3 4w —1Y

ol bl ol Jobo b 3L L abidle Ssly SG jo (g0 00l (i85 (gr gy b aely o (59
o ik ke Bl jolme (5 Lesyol (55) p BlOTeols g cunl sols plasl o 4 il a5 ol
20+ 995 gt (stls (g 45 Sl gyl g 0l lgs a5l ) o Ll Juls (Lol eols ST i

Yoore by S s6t |, cagam ke el ol oyl 4y 0,Lal sl Wy oo prlps K 2l ol
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Aol )by a6l Lg?té:\ sl ools g 5l i anlip Culem> 4 Go‘}.” C,CHt+ oy 4ol slesl
buffer overflow (¢, & cowl a5 w0 cungs o5 jo 1y 5568 sl uils C#, java, perl ;)0

2 50 Gl (Sae 05 (0 03lo ojla] aladls s (5 SCws aSul> 4o buffer overflow Lol .ol

slad stack L s, . stack based , heap based la pb 4 .5,ls 59>4 Buffer Overflow gg g0
&b sl el )l Jolds ool &b Slgml 3 Lol jar o ool caaibejle (sl a5 conl albdls o cly
Heap aldl> glad . Josdl joiws sla )5 o)lil 4 frame Jio o poe Sledbl 5 2l dove slo psie
wamass gl el lu g aeli 0l o oolaiul aladls sl Co paw gl aS cnl (ol aladl> LSl

S e ool T 51 el s lisl LLalS ey o o sle a5 (ol abisl>

g abdl> jacasd (50,5 aly oS il ol buffer over flow sl da> go040 Jdo o 5 &,

SENDN U Cosof b Jad yo Oy giid
Grant Privilage ON Object TO user
Privilage: select, insert, update, delete, reference, alter, all
Jgo> @ gl> )l cqconstrain G olx| Ulss : Reference
Jsa> #L:0bject
public L ,,I5 #b sUser

GRANT select, insert, update, delete ON employee TO smith
REVOKE privilages ON object FROM userl
For example: REVOKE DELETE ON employee from Anderson
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S Slowl login ool oSGl jo Wb latl ()l G ol sl

Create login [domain-name/login-name] from windows [with default-database
= database-name | default-language = language-name J;

:sql server ,s

Create login login-name with password = { ‘password’ | hashed-password
HASHED} [MUST-Change] [, sid = sid-value] | default-database = database-
name | default-language = language-name]

CREATE primary key

Create table table-name

(

Column1 datatype [NULL | not NULL ] [ primary key ]
Column2 datatype [NULL | Not NULL],

DROP primary key
Alter table table-name

DROP CONSTRAIN constrain-name;

CREATE Table employees

(

Last-name varchar(50) NOT NULL,

First-name varchar(50) Not NULL,

Salary MONEY;

CONSTRAINT employees-PK PRIMARY KEY ( last-name, first-name)

);

ALTER TABLE table-name ADD CONSTRAINT constraint-name PRIMERY KEY (
columnl, column2,...);
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ALTER Table table-name
DROP CONSTRAINT constraint-name;

ALTER LOGIN login-name WITH password = ‘password’

Grant update(ename) ON emp to xyz
Grant update( column-name ) on table-name to user-name
Grant Select On emp to xyz with grant option;

Grant update(ename), insert( empno,ename) on emp to xyz;
Dgd 03ld jgmme e mhaw (59, Wiy e iNSert, update, reference ol Loz s
Grant update( column-name) on tablename to username;
3 3970 &1yl caiiis Sledbl STU jo (g0l o)) I8 olaws 84 .aiiiwn SIS 51 6l acgoome o il
Sl p ol 2 al) jeme o o gl iy yad lo 2 STl pls ol S 1 331G
5l s le e slo A 4 by e (sl
CONNECT create table, create view, create synonyms, create sequence,
create session, ....

RESOURCE create procedure, create sequence, create table, create trigger, ...
DBA All system Privilages

ssyntax jgiws g0
Create ROLE role-namel[identified by password]
Jts : Create ROLE testing [identified by pwd];

i bwgs 09, 0,5 4 create table o ;e a3l ol Jlie
Create ROLE testing

Grant create table to testing;
Grant testing to userl;

REVOKE Create Table From testing;
DROP ROLE role-name; SOlbl SOL S 5l i Bi

DROP ROLE testing;
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GRANT SELECT TO [myuser];
DENY SELECT TO [myuser];
REVOKE SELECT TO [myuser];

Grant SELECT ON dbo.employee( employee ID, firstname, middlename,

surname) to HR_intern

Grant SELECT(name) ON mydb, user to ‘mysqluser’ @mysqlHOST’

Grant SELECT(col1), INSERT( coll, col2) ON mydb.mytb1 TO

‘someuser’ @somehost’;

Grant Select On emp to xyz with grant option;

A 550 GluS w1y sl cpl il ol ol aSLl g XYZ )5 gl eMpP @ oo &l

tod ol

Create Role testing;

Grant Create Table To testing;

Grant testing To userl;

REVOKE Create Table From testing;

Drop Role role-name;

Drop Role testing;
:Login ID
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Z)'1A;J)Lfc‘q,,&lgmbjlal}guu:&wb@l‘alimgwb
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ID NT 5005 bLs)l )3 bID ol il o pams slo 25 sl awls gl Sl

a5l 55, SQLsle 2 Ko 5 59,0 SQLLLS,I )3, slo

:systemrole L e gla i

CONNECT : Create table, create view, create synonymes, create sequence,...

RESOURCE : Create Procedure, Create Sequence, Create Table,....

DBA : All system Privilage

DDL: Data Defination Language - create

DML: Data ManipulationLanguage - update

TCL: Transaction Control Language - Rollback, savepoint
DCL: Data Control Language - Grant, Revoke

Joaz 5l JolS ygim O Ba> b oy0,5 adlol gl : SQL o alter table gius

Alter Table table-name ADD column-name datatype
Alter Table table-name DROP column-name datatype

Ll Jgaz 50 9,65, SO wledbl i sl DELETE jgws

DELETE FROM table-name WHERE some_column = some_value
DELETE FROM PERSON WHERE ID=“16"

Jsaz slo 3,55, aan 3> DELETE * g
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erver20srz

Server type: [Database Engine

Server name:

Authentication: [Windpws Authentication

User name [Ticisagheb

Password ‘

[] Remember password

(_comnect ] [ Concel ][ tep | [ opions>> |
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File Edit View Debug Tools Window Community Help
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Connect'EQ o ZIS

=203 Databases

# 3 Security

(3 Server Objects
3 Replication

3 Management

(3 SQL Server Agent
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. New Query | [y | 55 i [ | (B | &5 =t
Object Explorer ~1x
Connect~ &7 4] 2 &5
= [ E-1To-1+1£770 (SQL Server 1+,0+,11++ - TIC\sagheb)
3 Databases
=[]
= 3 Logins
&, ##MS_PolicyEventProcessinglogin##
&, ##MS_PolicyTsqlExecutionLogin##
A E-\Ye-1+)1 £ Te\Administrator
A E-1Yo-1+1£1T0\Guest
A NT AUTHORITY\SYSTEM
o8] NT SERVICE\MSSQLSERVER
) NT SERVICE\SQLSERVERAGENT
A sa
A TIC\sagheb
[= 3 Server Roles
M bulkadmin
M dbcreator
& diskadmin
& processadmin
& public
& securityadmin
& serveradmin
& setupadmin
M sysadmin
= 3 Credentials
82 alicreden
3 Cryptographic Providers
= 3 Audits
GA audit_test
A Audit-T+1T11T1-100VEY
3 Server Audit Specifications
[# 3 Server Objects
[ 3 Replication
# (3 Management
(3 SQL Server Agent
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Object Explorer = ”
Connect~ & »n T oo~ New

5 B E-17o-1- 15770 (SQL g Seiect apage S Secript ~ [ Help
05 % General
B u Databases # ServerRoles )
= E3 Security # UserMapping Login name: I L?fﬂ:h‘;]
= (3 Logins ;: Securables (@ Windows authentication
: & Status =
& ##MS_Policy] [< (C) sQL Server authentication
& ##MS_Policy -

A E-1vo-t1£
A E-1vo-T11£7 Confirm password

A NT AUTHORI Specify old password
2] NT SERVICE\| Old password

5 NT SERVICE\Y)
A sa

A& TIC\sagheb

(= 3@ Server Roles . - £S5y SHARGE DHSUY
™ bulkadmin () Mapped to certificate =

M dbcreator ® Mapped to asymmetric key v
A diskadmin [] Map to Credential v
M, processadmif

M public e Mapped Credentials Credential Provider

” secuntyadr_m N s
M serveradmin| | E-va-1+157v8

B setupadmin Connection:

™ sysadmin TIC\sagheb
= 3 Credentials ! . :
g 2? View connection properties
#2 alicreden
[ 3 Cryptographic P
= 3 Audits Progress Ren
SA audit_test Ready
A Audit-T+11) Default database: {master v]

[ 3 Server Audit Sp

Default language: {<default> v]

[ 3 Replication 0K ] [ Cancel ]
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