ASuw ol (v B §lg Qw)gs

bl 03

350 U o 15

OY 51\ dmino




PN T [ PR s R PR L PP

sl = B s

& las|
Access Control List ACL | ows a8 cunpgd
Access Point AP (o oo alais
Account S ol
Acknowledge s
Active Jles
Ad-hoc Testing o yolate S5 iules]
Admin i 3o
Adware Sl o>l
Affiliate marketing awly 2L,k
Analyze el 5 452
Animation ool
Anti Spyware el
Anti Virus Sdlas ol
Application-Level 33,8 o
Area =l
Attachment FONOW
Attack Signatures & calize O (565!
Features

OY 1Y imino




Audit

S o

Auditing S o
Authentication JIICTI REURS VPV JER
Authorized 5o
Back Door Soi ol [ Siia oy
(A

Background Intelligent | BITS | scige JEl s
Transfer Service Kia o
Back-Up | ol aduus as
Balanced Cable T95 5 e sl blS
e (Sl 795 L)

Banner Sl cwdle
Batch File sl aws L
Biometrics o) | Sl oo
(T

Black Box olow dx>
Border Value Analyze | BVA S0 lade o
Bridge b
Broadcasting (S ded
Brownout 5Ly aals

Brute Force

))5*’5’*”

OY 1Y imieo




Buffer Overflow

pring gy

Building Backbone

Building Distributer BD Sleilo 0aisS x598
Building Entrance 9> 9 69959 sl s a5 cewlie o
Facilities S T g oads a1 4o lezsle bl |
Dgd oo g8 Ll 3l plasle o
Bus Network 2,35 ass
Business Continuity BCP Slles  Swgm b
Plan
Business Information Sledb! i
System $o,1S
Business To Business B2B NSNS
Business To Consumer | B2C 0S8 yae b oK
Business To Employer | B2C RLEC S PR PO
Business To B2C o b oS
Government
Cabling S s
Call Diverting PON| SO | P53
Call Forwarding oobed Colaw
Caller- ID oled Cuga S
005 S
Campus Backbone sl adlaie el
Campus Distributer CD ! ablaie 00 g 35

OY 51 ¥ imino




Capacity Management

Cash ol alasl>
Certificate Authority CA 255 900 2> 4
CGI components axlad gl >l sla 4390
L(bd.ol.;).g
Circuit-Level Sl o
Client ng/od.:).»f U9
Collision polas
Committed Access CAR | ools s (o jiws F
Rate s
Common Criteria CC S pie jlexs
Common Name CN S yien ol
Compatibility &, 5L
Component Object COM
Model
Computer Aided CAD SaS @ b
Design oS
Computer Aided CAD | jgnls SoS 4o
Manufacture
Computer Aided CASE @ 158l oy cwdiges

Software Engineering

OY 510 dmino




Computer Emergency | CERT G ) ol b o
Response Team 9! ab), Eols>
(95 ek
Computer Security CSIRT & 6, hsl b o
Incident Response 9! b, Eolg>
Team
(ool el
Congestion al>o sl
Connectionless Jlas! a0
Consolidation Point CP G gdi alads
Consumer To Business | C2B o5 L 00k pao
Consumer To C2C L oS pae
Consumer 00iS G s
Container NPRVE &
Data ools
Data Message ol ool
Decision Support DSS | s Sloiiu piesw
System
Deep discounter el OUDS CrndSS
Default P8 L
Defense In Depth DID PSR
Delay Time JUE (oS
Delete 58,5 Sb

OY 518 imino




Delivery And Loading
Areas

sx5k s Juo)l >

Demilitarized Zone DMZ ol pé asl
Denial of Service DoS g S
Desktop J Lo
Desktop Publishing S o, i
Destination Suabe
Detection | @lolis /55l K]
Detector sl I
Development tool drwgs 5l
Direct Attached DAS | giluo o3 alews o] 10 a5 (g5lwo o3 pins
Storage D9 o0 Joog 59y 42 Loniinns
Direct Connection e JLai]
Disable et 2
Disaster Recovery Plan | DRP sl 7,1
Disposal S5l 00, 5l 15 el
Documentation KV
Domain Controller DC aals oosS S
Domain Name System | DNS 059> (510Kl (panns

Download

Bl o foads (g5l ool

Dumpster Diving

S9SN 63,5 AL

OY 51V imino




Dynamic

L

Dynamic Data
Exchange

DDE

ools sbgy Jols

Dynamic Host

Configuration Protocol

DHCP | Gl son S0 JS55p

Obe
Earth ey L
EDI For EDITA
Administration, cT
Commerce And
Transport
Electro Magnetic EMC &, 5L
Compatibility Llieg 5]

Electronic Business
Using Extensible

EDXM |1 5801l 5 s

L : L> 3 oolawl

Markup Language e
Rddaag 6,5 alas
Electronic Commerce EC S Sl &l

Electronic Content

SS9 7SI gl

OY 1A dmino




Electronic Data EDI ools (SigpSIl Jobs | lo eols el
Interchange s ) o
e & (508
oS el Z30 608
b ol
sep by bl
s O g2 Q)‘».\.sl.».w‘
DS
Electronic Signature Seig Sl gLl
Electronic Tendering aablio miwom
m -
Syste S S
Encryption File System | EFS LIPSO 9
End User License EULA | )lo, 0,00 aclizasles
reement :
Agreeme ol S
End-to-End Encryption Ll s Lol (6,135 50,
Enterprise Resource ERP ool golie o o
Management
Epoxy By
Equipment KWL PSRV ¢
Maintenance
Erlang b sl co o
Error ol

OY 518 imino




Escrow SIS Zilel | (p oS (ol aaliablys
g 0d pulad B, g0
o0y el lgie A
3o b s ogd e
P> sbarh g98

b o Ll LB

Ethical Hacker ! Sa

Event dadly [olay g,

Event Log (s 43 999 Moy

Event Logging &, asdlg

Event Viewer Slasg,y 559,

Evidence Sy g ol

Exchange Agreement Jols aeliadlys

Executable Content 2l Gl

Executive Support ESS >l Slaciin eiiaw

System

Expert System 0 yuB (o

Exploitation Sl 0y

Extensible Markup XML &, IS ales b

Language oy dangs

External

5.’)[-"’

OY 51V amieo




Facilities SUISKe! [ gz
Failure s
Fault Uas
Fault Tolerant Ut Joos
File Allocation Table FAT b jarass Jyox
File Sharing AR REY
File Transfer Protocol FTP b6 sl JSSq,
Filter Slo 1,5 b,e
Financial Services FSML SIS alas b
Markup Language e cleas
Firewall Uil o,lge0
Floor Distributer FD N RCSL IS
olib
Floppy Disk Drive FDD
Format =t
Framework S >
Frequency Variations ol 3 Sl s
Full Mesh Network Jrae Dals” asliis
Fully Qualified FQDN 059> 5o pb
Domain Names Ll il
Gateway 0319,
Google Talk US55 gsXuaS

OY 51N amieo




Graphic User Interface | GUI 2 (SslS Ll
Group Policy B9,5 e Loz
Handshaking Ll 6,18 ollee
Hardware Security HSM S5 Co Jgile
Module %
e
Harmonic Distortion zl>sel
Heuristic s,
High Voltage Spike YL 5y a4y,
Horizontal sl
Host Intrusion HIDS 3985 antid alems
Detecting System L
Sl N ey
Hot-Plug Ol b ys,S adlol (ages a5 glo pibe
25l oo Al SIS e gl wlalad 5l any
Hub 00 35 elta
Hybrid Network oS 5 A
Hyper Text Markup HTML | sl 6,138 ailas oL
Language
Hyper Text Transfer HTTP ool ! S
Protocol
Hyper Text Transfer HTTPS | -l Jlisl JSsg . ool

Protocol Secure

Identification

Cogd LAl

Incident

asol>

OY 5INY amieo




Incident handling dol> a4y S,
Incident Management @ol> Cu s
Incident Response dol> 4y 09Ky
Independent Jazs
Information leds|
Information broker Sledlbl Y

Information Handling
Procedures

Copie 2>l slo 4y,

Sledbl (6,0
Instant Messaging IM &9 Sl plo
Interest adle
International Electro IEC llop aeS
technical Commission Sig Sl
Internet Protocol IPSec Co sl SS9 ol
Security
Internet Relay Chat IRC
Internet Service ISP BABS gy S i
Provider )
Internetwork Operating | 10S St Jale pitamns
System 5 S
Intrusion Detection IDS 3o yadedd ailelw
System
Invalid JUCEA

OY 5INY dmieo




Kerberos

et Sl el g iedae Jlews sl SS9 51 (G g S
zorid V=Y Jesdljgiws jo aS ail oo a0 Liel

el 00U
Knowledge il
Labeling SIS o
Lease AasS
Leased Line &l o, las
Lightweight Directory | LDAP 039 S S5 g
Access Protocol 6555 15 & (s
Line Noise Ls el
Load Testing S8 L Siules]
Local Area Network LAN e A
Log Codlad/andly oo
Log Off o 5| Z 9,5
Logging &, asdlg
Logging System &, asdlg aslolu
Logic Bomb o o
Log-in o 43 99,9
Logo o,
Log-out s 3l T3
Lost Packet a, Cowd 5 At
Lower Control Level LCL Sl S maw

OY 5IVF amioo




Malicious Code YEIIRLY

Malware Sl e aS 6,158l e

3ls 8 b

3,y caliee slaol,

> e oo bl

Deld om0 pladl 4
Mantrap a8, als
Map cunlss
Master Boot Record MBR Sor ol 0555,
Maximum Tolerable MTD | LG by b iSTos
Downtime Lo
Mean Time Between MTBF | oo ol bugis ole;
Failures | 2
<>
Mean Time To Repair | MTTR oond bawgte e
Media il
Message queue plo Cho
Meta Data 5o Sledbl fosls 5
Meta Information SleMbo!
Metropolitan Area MAN S s A

Network

Mirroring al

OY 5110 amieo




Mobile S e
Mobile Code Sl oS
Modem pO9e
Monitoring b o /b

Monitoring System
Use

.

i 0,5 ol

Motion Sensor S o wles

Multi Mode A i

Multiparty EEReeS

Multipurpose Internet | MIME | 1 & Lleosls Jlo)l cugz 45 oulsd dcgorne
Mail Extension 5 a ooliial b el s g0l e
Multitasking ! aibsguis

Name Resolution ol Judoss
Name-your-own-price Smgio |y 893 Coaud

Nation Vulnerability NVD | pd conlools oKL

Database(USA) L

Neighboring Rights ol 5ei>

Network Address NAT Al o dos )3

Translation

Network Attached NAS | s sl 5l (SO asle a5 e glacSags
Storage

P aSed Jlabe g (a5 iy o)

Collad oSl sl SS9 (sl g 265 (o0

OY 5118 amieo



http://ارسال-داده.iranictnews.ir/T______%D8%A7%D8%B1%D8%B3%D8%A7%D9%84-%D8%AF%D8%A7%D8%AF%D9%87.htm
http://ایمیل-ها.iranictnews.ir/T______%D8%A7%DB%8C%D9%85%DB%8C%D9%84-%D9%87%D8%A7.htm

Network Information NIS Al Sledlbl g yun
Service

Network Intrusion NIDS 3o antid s
Detecting System A s
Network Time NTP St oloy SS9 | lejed sl SS9 p
Protocol o palS (55l
Non-Repudiation Jyjpwes
Null Routing Jolews (6l ynns
Object ooles
Object Access ool 4 o ywd
Offer ey
Off-Premises a5l 7,
On-Line ooinns [l 53
On-Line Auction b ol
On-Line Transaction L o g ols
Optical Disk Drive ODD

Organization Unit Oou Slojle ol
Originator sl ol
Overwrite 555 il [ g3l
Parity Olg
Passive Jlas e

OY 51V dmieo




Passive Intrusion

Jld e S9a5 ololils

Detection
Patch )13l e aleoy
Patch Cord oKtws) Jlas! sl ns
(S sy p 4 )8
Peak zol
Peer To Peer @ adads [ oy 4 i
Penetration Test 3985 yee))
Physical Entry o 689,9 (Somd J S

Controls

Physical Firewall

2lp o polis slajlgs
uu_fl

Physical Security S50l (Ko ol
Perimeter

Plan/Do/Check/Act PDCA 5 ol /1l /)]l

9SS 16,555k

S g

Pluggable PAM Jlasl LB ezl

Authentication Module Cogp G

Plug-in Sl

Pointer Sl

Policy Celiws | o Jas-

&S

OY 1A dmieo




Policy & Configuration
Change

9 o ba> s

Port Address PAT Sg0 oy e )3
Translation

Portability Sl 2buls el
Portable Jo> BB/ obul> LB
Position Caridsg
Power Failure Gy ok
Power Sage ) adaxd 5Ly el
Power Surge ! alasd 5ldg ol 33l
Predictive Maintenance| PM FHIR SAVRPINRVE ¢
Preventive PM PHIR SNVRPRRVS ¢
Maintenance

Privilege 5Lioe
Privilege Access hoe (oo yiad
Privilege Use 590 5l eolaiul
Proactive 4l St
Process Tracking PRCH RPN o
Profession a8 ,>
Programmable Read PROM | LB suwlys Laas absl>
Only Memory 50, 4l
Provider oS el

Public Access

(SR (o e

OY 5118 amieo




Public Key PKI pyes Sl clu
Infrastructure
Public Switched PSTN | ole mugw oali 4
Telephone Network
Publicly Available oo ywd 5o Sledlb!
Information
Pyos

Purpose Bad ¢ duad
Quality of Services QoS Sloas i S
Radio Frequency RFID | Lol cosn auis
Identification ol LS 5
Reactive 51,
Read Only alss L
Read Only Memory RAM oy b aladl>

Solas
Reboot Saze (g5l ol
Reconnaissance elolis
Recover R
Recovery Point Object | RPO Goa gl alai
Recovery Time Object | RTO 5L 8,80 bl b
Redundancy S5 ] (g8l
Redundant Array of RAID S 5 6,1, wl)]

Independent Disk

ol sl

OY 1Y amieo




Redundant Array of RAID S 5 6,1, )]
Inexpensive Disk Jis ol
Remote Cowd 490
Remote Assistance 90 ol olesal,
Remote Procedure Call | RPC 598 o)y g, Slel)3
Remote-Boot PROM Lss abadl> 5l oolawl b g0 ol 51 (g5lail o
Sy aabip BB Sulss
Removable Jst B/ e LB
Removal zo,>
Repeater oS 1,85
Replicate iS5 Saalen ) S5
Request g o
Responsibility Codgtne
Reuse ddze oolauwl
Review S50 g3l
Ring Network Soal> asls
Routed Protocol 09l b e SS9
Router ol o
Router Audit Tool RAT b s (6 e 3]
Routing Information RIP Sledbl JSg
Protocol b yoae
Routing Protocol b e SS9

OY 1YY dmieo




Sanitizing

3l e 9 55l ST

Sanity Testing

Sxie ool iolesl

Scan

et
Secure Information ool Sl s
system
Secure Method ol g,
Security Operation SOC ol Sldas 55 10
Center eS|
Segmentation Sl s /51,8
Segregation of Duties by S
Separation & slwlo
Sequence Number s 5 ol
Server 0D g § v
Service Base ORI ) (s
Service Delivery Cods g
Service Level SLA | s xhaw aclissly
Agreement
Session S
shells Ly
Shield Lla>
Shielded Twisted Pair STP o2 4 sl e zg;

Ladls b oanls

OY 1YY imios




Simple Mail Transport | SMTP | sl ey Jla! S5,
Protocol

Simple Network SNMP A g e JSGg
Management Protocol sl
Single Mode S S5
Sniffer geos Gl il [5g2
Social Engineering =loiz! cwiige
Source Code gie 05
Spam el 0
Spread Sheet 03 S dmio
Star Network ! ol 4
Statement of SoA S 2y )5 asly
Applicability

Static Lo
Storage Area Network | SAN |

LchaW LS o1 yo aS gilwe S (g
9 IR OMS )9 d.iM» )Lot.u )| Lg)L..uof.}d
J.h_i.w.: ‘) Lg)t.:of}o C)Ua.o‘ W AXM g_i: 05}

Ll Jeaio 3 Jol aSl ay a8 Wlools

Supply-chain
Integrator

6y Lg)’l.w A%)L.S.,

el

Sweep

%’B)L?

Switching Transient

,oli:.ca 4o 1,48 cd-

o
atxs

OY I VY amioo




Synchronization Sl Olojon
Synchronize ol bejen
Syntax Rules S975 Oalsd
System Acceptance PCIOIJERY
System Event (o Ol g

System Event SEN slagg, HUas| g
Notification Service )
(O
Tag alis
Tamper Proof S, plp 4o polie
Technical Reference PECI T
Telecommunication TO bls) g
Outlet
Tempest JUSw i
Terminal Server Jloe 5 0aies gy
Third Party b sl
Threat KVRVS;
Throughput Ol 1590 &b sligg
Ticket Granting TGS bl slhacl gy

Service

Time Stamping Sy o
Token 6,58l Cow wilis
Trade Name &5 cadle

OY I YF imioo




Transit J&5 g o

Transition Point TP JGl JUS Lo alass

Transmission Control TCP Jsl S ISSe

Protocol

Transparent Blad | wo )l At Oyg0 4

25

Transport Layer TLS JEsl 4y col

Security

Trap Door PP

Trig ¢Sl

Trivial File Transfer TETP | LB o5 Js! JSsgp

Protocol

Trojan Horse oo 5 el

Trusted KUCI

Twisted Pair od 4 sl v 7o)
od..:.gl.?

UN/ Economic UN/EC

Commission For E

Europe

Unified Threat UTM | s 4> LSS co s

Management

Uninterruptable Power | UPS &, lhsl 3% e

Supply

Unshielded Twisted UTP o® 4 sl e 79

Pair

Liblos yg0s 0als

OY 1Y amieo




Update 035 Sbe)isn
Upload ol (5,138 L
Upper Control Level UCL YU S o
Use Ability oolaiwl ol
User Datagram UDP
Protocol
User Manual 25 sleal,
Value-chain Service 0 35 bl Cweas
Providers o
(G aPP)
Version T
Version Control as S
Viral Marketing =99 2b,lb
Virtual Private Sl sogar 4
Network
Volume Testing v iales]
Vulnerability Sy ]
Weakness Chrd
White Box Sl dun>
Wi- Fi Protected WPA | o cblas o yiws
Access Wi-Fi
Wide Area Network WAN 03 Y 4
Windows Internet WINS SOl s g yun

Name Service

D929 s"‘f-‘-"

OY 51 Y8 amino




Wired Equivalency WEP

Protocol

Wireless Access Point s 2 oty Al
Wireless Network s o A5
Wireless Personal Area A5 e (g2 A
Network

Word Processor ST
Work Place &5 o\
World Wide Web WWW Sz les b
Worm oS
Zone Transfer aum b Jlas]

el bl g a5 s - 815 o e

Sg,>

sl o Lt s, Slorusgs
Redundant Array of RAID Sews 3l 6,155 al)]
Independent Disk R
Redundant Array of RAID Sews 5l 6,155 al)]
Inexpensive Disk S o
Logo o)l
Load Testing S8 L Siules]
Ad-hoc Testing o slaie ST islos]
Volume Testing o il

Sanity Testing

Sxie ool iobesl

OY 1YY dmioo




Penetration Test

3985 (9]
Vulnerability Sy ]
Detector BV o]
Detection | 2lolics /sl LT
Mirroring al
Heuristic s,
Meta Information Sledlb

Meta Data 3 Sledbl fosls

S| pgas
Plug-in Sl
Development tool drwgs 5l
Router Audit Tool RAT Sl s (S o )5l
Earth oo Jlas]
Direct Connection oiine JLuai]

Authentication

Slael s [Eo g0 5l >

Congestion pl>o |
Trojan Horse Olg 5 el
Privilege Use 5970 5 oolaul

Reuse

iz oolau]

OY I YA dmioo




Plan/Do/Check/Act PDCA 5 ool M1/l
5 SIS 16 555k
St
Error ol
File Sharing LB STl
Originator sl ol
Information Sledlb|
Publicly Available oy 5o Sledlb|
Information ogac
Harmonic Distortion zl>sel
Power Sage ) adaxd 5Ly el
Segmentation G G [ 8
Power Surge ! aba 5Ly il
Redundancy S5 (Kg58l
Horizontal a8l
Escrow SIS Cilel | o a5 (gl asliasles

30&1’:(‘,.:,5.23&)59&
o0p il laie
03 yu eJB R
Slom S 5 0pdse
P Gbarh £58

OY 51 Y8 amios




Disposal

Sl 00, 5l 15 el

Electronic Signature

Sy 2SIl gLl

Hyper Text Transfer HTTP | el Jls) JS5g, ol
Protocol Secure S

Internet Protocol IPSeC | ol JS5g, col
Security

Physical Security T JUVRE SR OE JUNEN
Perimeter

Transport Layer TLS JEsl 4y col
Security

Call Diverting Al sl
Zone Transfer a>b sl
Peak zol
Static L
Upload oads (5,135 L
Format =t
Affiliate marketing atwly 2b,l50
Viral Marketing =929 2b,lb
Review &5k sl

Overwrite

O30S iRl gl

OY IV amioo




Malware

BULINe 09 a5 5,158l )

She 28 bl

3,y alises slaol,

S 39 (o0 4l

JESUSEN U P pK o

Dels o P pladl 4
Connectionless Jlas! a0
Labeling S5 e
On-Line e [ Loz
Update O3S She)isn
Lost Packet a8y Cowsd At
Logic Bomb (silaie
Business To Business B2B o5 L ol
Business To B2C oo b oy

Government
Business To Consumer | B2C 0disS G pas b oK
Exploitation SISy 0 0
Statement of SoA S 2y )5 asly
Applicability

Line Noise bz ool
Incident Response Gol> 4 09Xl

Sanitizing

65um,a;963u Jl.,

Delete

oS St

OY IV amieo




Monitoring System Use

.

s S 257 20l

Monitoring b o [l

Nation Vulnerability NVD | cpd conlosls oKL

Database(USA) L

System Acceptance ISR SYR Y

Hyper Text Transfer HTTP ool ! JSSg

Protocol

Simple Mail Transport | SMTP | ool ey Jlazs! S5,

Protocol

File Transfer Protocol FTP b6 sl JSSq,

Network Time Protocol | NTP S pley SS9 | plejen lp (ASSg
S gl (55l

Transmission Control TCP JEl S IS,

Protocol

Simple Network SNMP | as ey o JSSs

Management Protocol ol

Routing Information RIP Sledl S5 g,

Protocol L

Trivial File Transfer TETP | L6 o5 Jus! JSsep

Protocol

Dynamic Host DHCP | Ly 0,80 JSS9p

Configuration Protocol

.

ul-’)-°

OY ITY imioo




Lightweight Directory | LDAP 059 S SS9y
Access Protocol 60555 15 & (s
Routing Protocol e SS9 52
Routed Protocol 0N (b e SS9
Telecommunication TO R
Outlet

Bridge &
shells g
Dynamic Ls
Animation slby
Scan o9
Throughput Ol [ g &b slgs
Download b0 fouds (g5l eoly
Instant Messaging M S8 Sl pla
Default P S
Proactive &l Sy
Offer Slodion
Process Tracking PRCH P o
World Wide Web WWW Sk sl
Provider oS el

OY 1YY amioo




Electronic Data EDI ools Sg S Jobs | slo ool Jlas!
ange ] . .
Interchang ICONVURING R [P S P
o & 6028
aS ol ;508 608
s b ol
o2 by olejle
s O g2 Q)‘s.\.sl.».w‘
S S
Dynamic Data DDE ools sbg Jols
Exchange
Electronic Commerce EC Sy S &yl
Analyze il 5 o320
Facilities SUIl [l gz
Border Value Analyze | BVA S e o
Name Resolution NN
Fault Tolerant Uas Joos
Service Delivery Cods Jrgo
| ease A
Deep discounter el SRS (AdSS
Port Address PAT g o] dez 3
Translation
Network Address NAT A o do> 3
Translation

OY ITF amioo




Recover

o=
Identification Cogh At
Radio Frequency RFID | oLl s Cuge anskis
Identification ol S
Collision polas
Acknowledge e
Policy & Configuration 5 oo ba s
Change S
Frequency Variations il 3 ol s
Segregation of Duties sy LSS
Single Mode s S5
Repeater boS | S5
Replicate iS5 Saalan /1,55
Mantrap a8, als
Parity il
Exchange Agreement Jols aalizilys
Service Level SLA | clas xlaw aslissly
Agreement
Building Distributer BD Sleisle 0alS a8
Floor Distributer FD s 00isS 598

olib
Campus Distributer CD & ddlaie 0aisS &35

OY 51T amieo




Computer Aided CAD | ;o olf S5 ayudys
Manufacture
Threat KURVS:
Back-Up ol dds augs
Computer Security CSIRT |« ) ksl mul o
ITnec;ﬁinent Response ! 4Ll Sols>
(Olojbo haw
Computer Emergency | CERT G 5y ol b o
Response Team el b, Eols
(335 b
Log Codledfasdly ool
Sweep o9,k
Separation & slolo
File Allocation Table FAT LB jacass Jgox
White Box Siias dx>
Black Box ol 4z
Framework o9l
Multi Mode P4 RN
Multiparty LR
Multitasking R NEPRVES
Incident Aol

OY IV amino




Read Only Memory RAM (o s by alasl>

Solas
Programmable Read PROM | LB sulgs Laas alasl>
Only Memory 50, 4l
Cash ol alasl>

Switching Transient

r:li’.ca 4o 1,38 d>

G
Maximum Tolerable MTD | LB Gy le; iSTos
Downtime Lo
Profession 43 ,>
Account S8 oles
Motion Sensor S o 4 ol
Shield Lla>
Neighboring Rights Sl 5ei>
Transit Ji5 g o
Off-Premises anl 5l gz,
External e

Value-chain Service
Providers

o3

Failure s
Removal zo>
Log Off o 5 Z 9,5

OY 5ITY amieo




Log-out

e 5l 29,5

Leased Line &l o)l b
Group Policy B9,5 e Loz
Policy Cwliws [ i L3
&S

Fault Uas-
On-Line Transaction bt s g ol
Data ool
Data Message plo ool
Knowledge sl
Back Door 3gi5 ol [ ciia o
Gt

Request Calgs o
Gateway o5lg,0
Trap Door 4z )o
Object Access oolgs 4 (uo yiwd
Wi- Fi Protected WPA | s cblas oo iws
Access Wi-Fi
Public Access (PGOE (o fand
Privilege Access 5hae (gus yawd
Defense In Depth DID ot 233
Information broker Sledls! JYs

OY 5IYA amioo




Remote

Firewall

Physical Firewall

J"J’ )J fﬁgLQA le.('b)‘%o

u.u.aT

Graphic User Interface | GUI 2 (SslS Ll
Remote-Boot PROM L g0 ol 51 gslast ol
Lass abasl> 5l eslaul

aoli py b Susles

Sr)

Reboot Saze (g5l ol
User Manual 25 sleal,
Remote Assistance 198 ol sleal
Denial of Service DoS gy )
Media ails,
Incident handling ol 4 S,
Master Boot Record MBR Sor ol 355,
End-to-End Encryption Ll a Ll (6,138 50,
Encryption File System | EFS LIPSO 9

System Event

Event Log (o 43 9959 Moy
Event axly /olays,

Secure Method

Q"" 49)

OY 51T amioo




Information Handling Copde 22l slo 4y,
Procedures Al eSS
Dumpster Diving SS9 Sl 60,5 alb;
Hyper Text Markup HTML | sl 6,138 wlas ob;
Language
Financial Services FSML S8 ailis b;
Markup Language Il sloss
Extensible Markup XML & s alas o
Language P s
Recovery Time Object | RTO 5L 3,90 bl e
Delay Time JUESCIRNIN,
Mean Time To Repair | MTTR oond bawgte e
Mean Time Between MTBF | o5 ol bwgie obe;
Failures [ 5
EUe
Shielded Twisted Pair STP o2 L sl e zg;
Lidloes b oanls
Twisted Pair o2 4 sl e 55
oAt.gL?
Unshielded Twisted UTP o2 4 Gld v 79
Pailr Lolss 9 o&,:.gt{
Building Backbone Sleasle clo
Public Key PKI e ol el g
Infrastructure

OY I ¥+ amino




Campus Backbone

sl dibhie clo

Compatibility 6,55
Electro Magnetic EMC 6,55k
Compatibility Llieg 2SI
Business To Employer | B2C RLEC Y PR PO
Intrusion Detection IDS 3o s ailelw
System
Logging System &, asdly aslolu
Buffer Overflow BU 5 e
System Event SEN Slasg, HUasl gy
Notification Service )
(s
Network Information NIS Sl Sledlbl o g yu
Service
Ticket Granting Service | TGS Ll glacl g
Background Intelligent | BITS | soige Jlas! gy
Transfer Service biray ot
Server OABS s gy
Terminal Server Jloe 35 00idS g o
Cllent stlow)j O™ 9
Windows Internet WINS 10Kl g yur
Name Service e ]
29929 PR
Application-Level 33,8 o
Upper Control Level UCL 2Yb S mhas

OY 51 F) amioo




Lower Control Level LCL Sl J S o
Circuit-Level Sl o
Brute Force JE oW
Secure Information ool Sl g
system
Business Information Sledb! i
System 5,15
Executive Support ESS [JES I T I S
System
Decision Support DSS | os Sloiiu pesw
System
Network Intrusion NIDS 3985 yantid alems
Detecting System .
Host Intrusion HIDS 3685 LAt s
Detecting System L
ORI 2 e
Expert System 0 yo> (oicmmnn
Internetwork Operating | 10S St Jole aitans
System 03 1S
Electronic Tendering aadlio g
System g S
Domain Name System | DNS 0597 (5,105l ptannicns

Patch Cord

olio.w.a‘)Jl.@‘ LSLQ (o
(S glopp a8

Evidence

J)MBML&

OY I FY imioo




Wireless Network

Wireless Personal Area

Network

Hybrid Network

S A

Public Switched PSTN | ole zuge ool oSt
Telephone Network
Ring Network Soil> a5
Virtual Private Silme ot S
Network
Star Network 1 ol a5
Metropolitan Area MAN & s 45
Network
Full Mesh Network e el aS
Bus Network Lol 35 aSs
Wide Area Network WAN 03 i 4S
Local Area Network LAN oo 4SS
Third Party J ams
Internet Service ISP BB g s S 1
Provider o
=R
Transparent Blad [ a0 5l it O g0 @
25
Sequence Number 5 oled
Reconnaissance ol

OY I FY amioo




Passive Intrusion

Jlab s 3585 ki

Detection

Sniffer o (5l il [0 g5
Message queue plo o
Spread Sheet 03 ynS dmio
Anti Virus Slslas o
Anti Spyware eyl
Epoxy G
High Voltage Spike YL 5y a0
Erlang b sl co o
Weakness Caxd
Attachment Aoands
Computer Aided CAD SeS @ b
Design Sennels
Disaster Recovery Plan | DRP sl 7,1
Business Continuity BCP | clle Siwgo z)b
Plan

Non-Repudiation S pae

Biometrics Sy [ Sb> odle

T
Interest addle
Banner Sl cwdle
Trade Name S,s cudle

OY I FF amins




Handshaking

LU 6,8, Sldas

Filter SBle 5]l
Trig s, JbsE
Disable Jbd e
Passive Jlad e
Batch File &l aws L6
Remote Procedure Call | RPC 90 o)y g, Slel )3
Active Jes
Read Only silg> 1ads
Access Control List ACL | s a8 canpd
Portable Jo> JB/ ol LB
Removable JESI BB/ o L6
Use Ability oolaiwl ol
Portability Srd 2ol colls
Purpose Bu g dad
Power Failure B akad
Syntax Rules S975 Oalsd
Name-your-own-price 50 1) 093 Caald
Cabling =S S

Balanced Cable

T » e sl LB
Coannl (sl )] L)

OY 51 ¥ amioo




Brownout 5Ly ials
Mobile Code Sl oS
Malicious Code O P oS
Source Code fie 05
Worm oS
Electronic Business EbXM | | oo oSl 5 5 S
Using Extensible L b 5 el
Markup Language ‘ y
rddngs g IS alas
International Electro IEC VN ENVIPTIR 4
technical Commission Sy 2SI
Physical Entry Controls o (539,95 jmd J S
Domain Controller DC aals sosS S
Version Control W S
Caller- ID s Caga S
od..’aﬁf
Quality of Services QoS Sleas cuaS
Google Talk J555 goXaS
Attack Signatures & calize O (565!
Features
Pluggable PAM Jlasl LB ezl

Authentication Module

OY I ¥ amino




Hardware Security
Module

Service Base

Mobile S i
Hub 00sS 35 yoita
Authorized JE
Executable Content ! slgie
Electronic Content S xS glgime
Admin PCONIURNRW

Incident Management

Capacity Management

Enterprise Resource ERP ool golie o o
Management

Unified Threat UTM | s ax LSS co s
Management

Certificate Authority CA 2lsS 900 g e
Technical Reference LS
Security Operation SOC el Sllos 35
Center eS|
Event Viewer Sy, 5 5,
Adware Sl o5
On-Line Auction L s enylie

Responsibility

OY I FY amioo




Independent Jazs
Documentation KECI
Null Routing Jolew slo oo
Router ol o
Consumer To Business | C2B o5 b 00iS' U pas
Consumer To C2C L 00isS' G pas
Consumer D0S G e
Trusted Solins
Common Criteria CC S pie jlexs
Tamper Proof S, s ol o polie
Destination Jabe
Work Place &5 5
Privilege ;Lo
Audit S oot
Auditing S oo
Uninterruptable Power | UPS S, hol 4as ae
Supply
End User License EULA | 5)ls, 00 aslinibdlye
Agreement 2l s
CGI components axlad gl >l slagige
asl

Modem

292

OY I FA amioo




Time Stamping Sy e
Social Engineering eloix! cwiige
Computer Aided CASE @ 158l oy cwdiges
Software Engineering SgenelS oS
Desktop 5 e
Area U
Demilitarized Zone DMZ ol pué asl
Common Name CN S yiiw pb
Fully Qualified Domain | FQDN 059> sla pb
Names Ll el
Invalid JCEAK
Committed Access CAR | ools sgms (o jiws F 5

Rate

s
Version s
Pointer Sl
Tag asles
Token &)l8l Cs ailis
Tempest IS o
Desktop Publishing S pos, i
Session s
Peer To Peer b abais [ b 0 b

..
I LN

OY 51 ¥ amioo




Recovery Point Object | RPO Gan sl alai;
Transition Point TP | ! JUS Lo abais
Consolidation Point CP g alai;
Access Point AP oy abai
Wireless Access Point o 2t o yinsd Ala
Map sl
Container 0 g
Predictive Maintenance | PM ST ENRPRR ¢
Preventive PM RISV
Maintenance

Equipment g (6 g
Maintenance

Delivery And Loading S s Sl (s
Areas

Object ool
Organization Unit OuU Sl 91
Word Processor 5o o3l
Event Logging 155 axdls
Logging 5,55 asdly
Reactive 51,
Log-in s & 596
Patch 58 o alog
Position

Curog

OY 510 amieo




Call Forwarding oled Colan
Spam aali; o
Ethical Hacker I Se
Synchronize ol legen
Synchronization Sl Olejen
Broadcasting B den
Supply-chain Integrator 0 25 (55w 4z, LSS

el

Building Entrance
Facilities

9 9 609y3 sl Jluw s &S canlin (oo
LIS T 5 ond com ] o sleisla L)
Dgd oo g8 Ll 3l plasle gan

Component Object COM

Model

Direct Attached DAS | jluo 3 abowg ] 10 a5 (s5lwo n53 piacews

Storage Dgbiee oy o 4 bapiinue

EDI For EDIfA

Administration, cT

Commerce And

Transport

Floppy Disk Drive FDD

Hot-Plug olo p b g0 ST adlal (jagni a5 olo ile
23l g pilSel SIS o il lalad ) oan

Internet Relay Chat IRC

OY 518 amioo




Kerberos

ol g edao jlews glo STy 51 (G mg S

5 a8 asl e aSd o Jliel e ol

el 00 C.:J.u..u Y-V M‘)wo

Multipurpose Internet | MIME | ) (2 Llsosls Jlo )l cg 45 islsd ac gozns
Mail Extension g oo oolaiwl by fuos! jo (gole o
gletwork Attached NAS | & glipl 5l (S aule a5 e glocSass
torage e s ‘ .
J 8 Al b o (4l iy o)
Codlad aSels o SS9y (sl g 0355 o0
Optical Disk Drive ODD
Storage Area Network | SAN | slagies a5 o] jo a5 (55luo w53 pians
g 00 00wiS g ym Al LLSLe 3l (g5lwo s
JAS.N.: ‘) Lg)t.:of}o C)Ua.o‘ W AXM g_i: 05}
Ll Jeaio 3 Jol aSl ay a5 Wlools
UN/ Economic UN/E
Commission For CE
Europe
User Datagram UDP
Protocol
Wired Equivalency WEP

Protocol

OY 510 amins



http://ارسال-داده.iranictnews.ir/T______%D8%A7%D8%B1%D8%B3%D8%A7%D9%84-%D8%AF%D8%A7%D8%AF%D9%87.htm
http://ایمیل-ها.iranictnews.ir/T______%D8%A7%DB%8C%D9%85%DB%8C%D9%84-%D9%87%D8%A7.htm

